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Zoho Contracts for Legal

Introducing Zoho Contracts: Contract Lifecycle Management (CLM) software

Why modern businesses need a digital CLM

Contracts govern every penny that enters or
leaves a business. If businesses are equipped
with the right contract management software to
manage them, they can transform contracts
from static documents into strategic assets.

In a business landscape that keeps rapidly
changing with the evolution of technology:

e Regulatory measures are cropping up
more often,

« Global supply chains are becoming
increasingly complex, and

o Sales models are growing more diverse.

This state of flux demands digital contracts that can be easily accessed and amended. A powerful contract
management software lets you automate and streamline contract processes and unlock the real potential
within them. With CLM, legal teams can save a significant amount of time that can then be invested in high-
value tasks.

Our approach to contract lifecycle management
In addition to delivering efficiency in legal operations, a contract management software should also facilitate
better business outcomes. To be able to achieve this, any contract management software should

comprehensively address the following aspects of legal operations:

Streamlining the entire contract lifecycle

Improving governance

Mitigating business risks

Promoting cross-functional integrations
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Streamlining the contract lifecycle
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Key Features:

Authoring: Our extensive library
of predefined contract templates,
and the ability to create custom

All Contract Types (14)

templates in Zoho Contracts, e

makes contract authoring a
breeze. Contract type templates poee Sk Purcase
and the clause library in Zoho

Contracts brings a structured
approach to contract authoring. It
saves a significant amount of time
at the authoring stage and
ensures language consistency

across all your contracts. Our
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Execution
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= Contracts

Non-Disclosure Agreement (NDA)

STATUS

Exchange of Information

Normal Roboto 12 A
BIUSABYT 2

document editor boasts advanced document assembly capabilities, in addition to all the collaborative
editing, contextual commenting, and fillable field features available in Zoho Writer.

= Contracts

E-Commerce Vendor Agreement
ID: 502000000576245 | Owner: Linda

SUMMARY ~ COLLABORATORS ~APPROVAL  NEGOTIATION oee

Dashboard ~ Contracts  Activities  Counterparties  Reports  Admin

1G]

Summary
FIELD PROPERTIES
Basic Details ~
. v TE ODsS
E-Commerce Vendor Customer
Agreement ~
50
ounterparty N: 1
FOM Tech Contact
Tina Swift Mobie
< E t F
Indefinite On Executior
10 Days
GOODS
Financial Details ~ -
Read Only

vount to Receiv
USD 9000

Al Taxes Included Mandatory Field

Insert Another Field

= - 2 - Feedback

° %

COMPOSE

E-Commerce Vendor Agreement

This E-commerce Vendor Agreement (“Agreement”) is made and entered into as of the
last date signed by the parties (the ‘Effective Date") between, FOM Tech (website
user/customer), through Zylker its duly Authorized Representative (hereinafter referred
to as Vendor”), of the First Part; AND Zylker (hereinafter referred to as “Company”),
represented by Zylker of the Second Part

WHEREAS:
A. Vendor is engaged in E-Commerce Sales of |

B. Company owns Zylker located at the following URL: htips://zylker.com hereinafter referred to
as the “Zylker" and have many registered users to whom Company offer various services,

C. Vendor will set up an online account on Zylker Website and has offered to sellits products

Words: 1676 Chars Page v 100% v 28.(0)
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Approvals: Contracts are legally binding, so their content needs to be clear, concise, and
accurate. An approval process can improve compliance and reduce risks by ensuring that the
stakeholders are aware of the contract’s scope before they’re executed. In Zoho Contracts, admins
can set up approval workflows—both sequential and parallel—and associate them with contract
types. Approvers can add contextual comments in the documents and approve or reject them.

E Contracts Dashboard  Contracts  Activities  Counterparties 'p ‘
Pending Approvals (2) Qv
g Af
TITLE STATUS COUNTERPARTY REQUESTED FOR RECEIVEDON 4 OWNEDBY
All My Approvals
E-Commerce Vendor Agreement FOMTech New Contract Mar 05,202103:43 AM Linda
E-Commerce Vendor Agreement FOM Tech New Contract Mar 05, 2021 03:36 AM Linda
All My Obligations X

greement 3550 [ Feedback

Negotiations: Unlike the traditional approach, where you send contract documents back and forth
as email attachments, Zoho Contracts allows you to provide controlled access to counterparty
contacts, via password-protected links. Counterparty contacts can collaborate in real time, suggest
changes to the document, make contextual comments, and set visibility for them. The Negotiation
history tracking and Compare changes features come in particularly handy when there are multiple
rounds of negotiation.

v
= Controcts Oudtoard  Cootrmts  Actvitis  Coontorparties feports  Admin v

E-Commerce Vendor Agreement XN
10, 2000000576245 | Oweer] Lnde

Approval
Verdor Agrcements
oo E-C Vendor Ag:
Averov: ISR
This E-commetce Vendor Agreement (*Agreement’) is made and entered into a3 of the
‘ A bt 125t date signed by the parties (the "Effective Date”) betweoen, FOM Tech (website
uset/customer), theough Zylker its Ay Authorized Representative (hereinafter referred
Ao Oved by Arwis e o Mar 5%, 2021 10 03 Viendor™), of the First Part, AND Zylker (hereinafter referted 10 as “Company™).
represented by Zylker of the Second Part

@ s
.

Aoprovedd by Jack Sewith on Mar %, 2031

WHEREAS:
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Execution: Zoho Contracts comes pre-integrated with Zoho Sign (signature software), making this crucial
stage of the contract lifecycle quick and effortless. Eliminate the email, print, sign, and fax cycles and
reduce turnaround time drastically. Sign and secure legally binding signatures in minutes. You can also
specify a signing order that pans across the signer groups: organization signers, counterparty signers, and
other representatives such as witnesses.

I
g E eSignature for Approved Online
—

Documents You've successtully filled al elds. Click Finish to comglete. oaaim “ ’

F Gommmeree Verdor Agrerert o o7

ﬁiﬂ : ’ i Signature | i Initial
‘- 7 ¢ Stamp E i Image
’ £ Company | £ Full name n
| i Email E | i SignDate

— Recipients
¥ - Full Name: Full Name:
Title: Title: gh s tbox .
3 tinaswift9412@gmail.com
Date: R o Date: R e v :E
. . : . : 7 -/ | Linda
Signature : M 1 Signature : a (Sm : 50 lindehodges@zylker.com

Post-execution management: Zoho Contracts supports the post-execution stages, as well:
amendments, renewals, extensions, and terminations. It comes with predefined letter templates that are
customizable for each of these stages. Conventional templates only provide a skeletal structure of the
document, where members can contextually edit the content to make it complete. Whereas in Zoho
Contracts, when a user amends a contract by making changes in the contract, the amendment letter that
gets generated automatically captures the current changes along with the entire contract history. This near
elimination of human intervention in document generation makes the lifecycle management of post-
execution contracts refreshingly straightforward.
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Contextual obligation section: Not fulfilling contract obligations is one of the critical risk factors for a
business. Failing to fulfill obligations can result in adverse regulatory and financial consequences, and also
leaves the organization with damaged business relationships. In Zoho Contracts, all the obligations related
to a contract can be tracked and managed right from within the respective contract’s obligations section.
The contract owner can assign obligations to the respective business owners and set reminders for them.
Admins can stay on top of these obligations’ real-time progress with the help of obligation-based reports.

1
i E Contracts Dashboard ~ Contracts  Activities  Counterpartics  Reports  Admin v :Q a
= Pending Obligations (3)
L3
TITLE STATUS CATEGORY PRIORITY DUEDATE 4 CONTRACT OWNER TASK TYPE
All My Approvals
Delivery NOT STARTEL Delivery 28 Feb 2021 Linda One Time
Payment NOT STARTEC Payment High 17Feb 2021 Linda One Time
Product Training NOT STARTEL Training & Support Medium 16 Feb 2021 Linda One Time
- = & [ Feedback
Turnaround time
~
From weeks to days Q y - -

Review Received from Counterparty
attachments back and forth

f0r negotlatlon PrOVIde Rebecca Alann sent you the reviewed document. Read the below
message and proceed further.

controlled access to A B

counterparty contacts via No.of Changes 5 ok ok ok

password-protected links. s 2

. Proceed with Signing No
. Effortlessly engage in
. Completed On Today, 12:38 PM

multiple rounds of .

R . . L. Message The Term and Inder.nnlty clauses
negotiation with redlining, : prinis amiwesion
contextual comments, and O ity
version control features.

« legally binding signatures in minutes with Zoho Sign, Zoho's e-signature software,
built into your Zoho Contracts account.
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Mitigating contract risks
With the best-in-class obligation management

<« May2020 »

SUN MON TUE WED THU FRI SAT

o The contextual obligations module within

R each contract ensures that no contractual
s cURRING TASK obligations are left unfulfilled.
nouw s @ o « Track and fulfill obligations by delegating
0 2 2 cpecine Date tasks to their respective business owners.
T 09 Jun 2020 o Add action items as one-time or recurring

Due Every

tasks, and never miss obligations with the
help of reminders.

Days

Exclude On Select
Ends

On Contract Expiry / Termination

Mitigating business risks

While adding appropriate clauses, such as indemnity and limitations of liability, can alleviate risks at an
individual contract-level, only a holistic contract management process designed with risk mitigation in mind
can make your business truly risk-ready.

Zoho Contracts, with its peer-review and approval workflow capabilities, provides better transparency over
contract terms to all the stakeholders involved. Setting up a clause library with legally approved languages
and contract type templates will act as guide rails for contract authors. The governance settings mentioned
above give admins better control over the contract process, thereby improving compliance.

Promoting cross-functional integrations

Contracts are dynamic documents touching every part of your business. The growing significance
of the role of contracts necessitates cross-functional visibility and collaboration over them. In our
first version, we support Zoho CRM integration. Sales agents can initiate a contract from the related
section of a deal record in CRM and track the contract’s status from CRM. We have multiple third-
party integrations and integrations with other Zoho apps in our roadmap. Zoho Contracts will also
be a part of the Zoho One bundle.

Integration Zoho CRM with Zoho Contracts

& CRM All Tabs ~ Home Testleads Contacts Accounts Deals Activities Marketplace -+
Ibrahim deal
Edit Request Contract -
& Add Tags q < >
1 Related List Overview Timeline Last Update : a while ago
Notes
07.01.21 31.01.22 3y
Attachments
N Qualification Value Proposition Identify Decision Makers Proposal/Price Quote Negotiation/Review ul Closed| > ol D@

Stage History 1

Competitors

Open Activities Deal Owner Lydia George

Closed Activiti
osed Activities Stage Needs Analysis

Products
Probability (%) 20
Quotes

Expected Revenue
Sales Orders

Contact Roles Closing Date 31.01.22

Cases

Emails . ;
Hide Details

ContractsQ

Zoho Contracts Deal Information

Add Related List Deal Owner Lydia George Amount

AquaOrange Software Co., Ltd. (Head Office)
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https://www.aquaorange.co.th/
http://zoho.com/crm
https://www.zoho.com/one/
https://www.zoho.com/contracts/contractual-obligations.html
https://www.zoho.com/contracts/contractual-obligations.html

e | Authorized

Partner In Thailand

% Zoho One

The Deal or Account owner can directly do the following actions, if they have a Contract Owner role and a
contract is assigned to them - Access Contract, Send for Negotiation, Send for Signature, Amend, Extend,
and Renew Contracts.

2 ane
(& CRM All Tabs + Home Leads Contacts Accounts Deals Calls Tasks Marketplace s« Qoo s @
¢ deal contact and account contact Edit Send For DocuSign ~ ~ - < >

oo N
| Related List (_ Overview )  Timeline Last Update : 25 day(s) ago
Notes
Attachments 10+ Zoho Contracts v
StageHistory 1 Effective Contract Primary Requested -
Contract Title Contract Type Status o S Contact By Created On Action
Competitors
Product License Draft - Amelia N 2021-11-
Open Activities Agreement Reseller Agreement Completed Nov 15,2021  Lydia George Burrows Lydia George 7o
Closed Activities i Send for Negotiation
Data Handling Eata ShETE Draft On Execution Sean Roldan Sean Roldan Sean Roldan
greemen Send for Signature
Praducts
1-2
Quotes
Sales Orders
Contact Roles 2
Cases
Emails
DocuSign Envelopes A
Zoho Projects
Request to Send for Signature
otential Name Mathew Jordan Closing Date Apr 30, 2020
Account Name AMA World Stage Qualification
Type Existing Business Probability (%) 10
Expected Revenue tY Next Step
Lead Source Campaign Source
Contact Name Created By
F ( PM
Modified By rajendra.prasad+1
Zoho Contracts
Contract Title Contract Type Status Effective From Primary Contact Requested By Created On Action
Sales with Systech Product Sales Agreement Megotiated  On Execution Mathew Jordan Mar 2, 2020 w
I Request to Send for Signature I
Attachments

The request message will be sent to the member configured in Assign Request To through mail. Based
on their actions, the status gets updated.

Feeds

Home Leads

Accounts Contacts Potentials

Campaigns Reports

Marketplace

Info

Timeline Last Update : 4 day(s) ago

RELATED LIST
Notes

Zoho Projects
Attachments
Stage History I}
Competitors
Open Activities
Closed Activities
Contact Roles

Emails

Mathew Jordan

Potential Owner
Stage

Probability (%)
Expected Revenue

Closing Date

suqo@

Qualification ~

Edit e
Request to Send for Signature
To Matt Harry (matt.harry@systech.com)
Message
& 9 S Apr 30, 2020 ~

AquaOrange Software Co., Ltd. (Head Office)
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Improving governance

Analytics: Admins can make well-informed decisions by arriving at actionable business insights gleaned
from a plethora of diverse contract data. Zoho Contracts comes with 30+ standard reports across different
aspects of contract management. The personalized dashboard gives a high-level overview of your business

contracts at a glance.
Activity tracking: Zoho Contracts has activity tracking on three different levels:

o Contract level
e User level

« Stage level (approval, negotiation, signature)

All activities performed by users on these levels are tracked chronologically. The stage-level tracking presents the
contract owner with information on whether the people involved in that stage have received the email notification,
viewed the document, and performed the intended action along with the time stamps.

« Admin settings: Admins can structure the contract lifecycle process by configuring the clause
library, contract type templates, contract letter templates, and approval workflows for contract types.
The activity, access, and audit logs provide better visibility over organization-wide activities.

Holistic lifecycle management
With finely crafted individual parts

« Import contracts in draft, signed, or even RECURRING OBLIGATIGNS
expired states and manage them from
Zoho Contracts.

« Design your own approval workflows, both
sequential and parallel.
)
v?

« Leverage the power of analytics to derive
valuable insights from contract data.

® Ended Paused Active

Amendment

e Amend, renew, extend, or terminate a
contract with letter templates, which
capture the contract history and
automatically identify and display the A IERERORE
current changes, reducing the need for
human intervention and preventing manual
errors.

AquaOrange Software Co., Ltd. (Head Office)
1 The Empire Tower, Sathorn Road 47th Floor, 4703 Yannawa, River Wing, Bangkok 10120 Thailand Tel.+6626863440 www.aguaorange.co.th
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Stay on top of your business contracts wherever you go with the Zoho Contracts mobile app.

Overview

Contract by Status

AllUsers v This Year v

Draft
2

Approved

Negotiated
2 3

Signed

2

Active

11

Pending Contracts
AllUsers v

&

2 12 6
Approval  Negotiation sign
Pending Pending

Overall v

Nearing Renewals
AllUsers v

Approve or reject contracts from anywhere

Configuring approval workflows for critical contract
types can improve compliance by keeping the
stakeholders aware of the contracts' incentives and

To Approve

Gain insights into key contract metrics

The Zoho Contracts iOS app boasts a personalized dashboard
which gives the admins a high-level overview of their
business contracts, enabling them to make informed
decisions quickly. The dashboard helps users plan their day
by viewing their pending approvals, obligations, and contract
activities based on the contracts' statuses.

® New Contract
‘ ® Extension
. ) Pending Obligations

Pending Contracts

&)

Approval Negotiation
Pending Pending

High Medium Low

¥'d

Sign
Pending

obligations. With the Zoho Contracts mobile app, approvers can quickly check the details of a contract
pending their approval and approve or reject it from wherever they are. They can also leave a message to

the contract owner when they approve a contact.

Track and manage contract obligations

Product Sales Agreement

Duly fulfilling contract obligations is crucial for

maintaining healthy business relationships. The

ID: 502000000524481

oot it contextual Obligations module in Zoho Contracts makes
Reject | obligation management effortless. With the mobile app,

Summary Collaborators ~ «e«
Summary
BASIC DETAILS

Contract Type

Product Sales Agreement

Conterparty Type
Customer

Conterparty Name
FOM Tech

Conterparty Primary Contact
Tina Swift

Obligations v

Q searct

Pending Obligations All Obligations

Delivery
High

Payment
High

Product Training

AquaOrange Software Co., Ltd. (Head Office)
1 The Empire Tower, Sathorn Road 47th Floor, 4703 Yannawa, River Wing, Bangkok 10120 Thailand Tel.+6626863440 www.aguaorange.co.th

users can easily view their pending obligations and
update their status on the move.
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Contract schedules and reminders at your fingertips

The Zoho Contracts app's mobile calendar comes
in very handy when you need to get an instant idea
of how your month looks. It displays all your
contract schedules and reminders. You can also
filter the schedules and reminders with weekly, 3 Expiring Contracts

FEB Product Sales Agreement

Q 21 22 23 24 25 26 27

Eventsin Feb, 2021

monthly, quarterly, and yearly views. Plan your
contract activities better and execute more

Obligation Due ’

agreements- FZESB E-Commerce Vendor Agreement
| J
- - - /
All your business contracts in your pocket ol

: Losing contracts is a thing of the past! Zoho Contracts
All Contracts stores all the contracts for your business in a single
central repository. With the Zoho Contracts mobile
i Gersloaharmonmant app, you can access and work on your contracts from
anywhere. The search functionality and extensive
Gataring Service Agresment filters provide better accessibility.

Reseller Agreement
ACTIVE | AMENDMENT IN DRAFT

Purchaser Agreement
ACTIVE | AMENDMENT DRAFT COMPLETED

Ex. Screenshot of Zoho Contracts Management

Bl Dashboard

E Contracts Dashboard  Contracts  Activities ~ Counterparties ~ Reports ~ Admin v Q @
Dashboard X
Calendar v
Contracts By Status Linda v ThisYear v & < FEB 2021
Draft Approved Negotiated Signed SUN MON TUE WED THU FRI SAT
4 0 0 0
9 1
16 9
Pending Contracts All Users v ThisMonth v e
1 1 1 g 0
@ Approval Pending Negotiation Pending é Sigr L] Nea -
A . - Eventsin February, 2021
To Approve (2) View/ Pending Obligations (3) ¥
16 Overdue Obligation
CONTRACT COUNTERPARTY TITLE DUEDATE TUE R t
Product Sales Agreement FOM Tech Payment 17Feb2021 17 Overdue Obligation
WED /i
Non-Disclosure Agreement Phoenix Systems 28 Feb 2021
l 28 Overdue Obligation
16 Feb 2021 i i b kot
5 & [ Feedback

AquaOrange Software Co., Ltd. (Head Office)
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Contracts Pending for Negotiation & Contract Value

[E: Contracts Dashboard  Contracts  Activities  Counterparties  Reports  Admin v '_Q g I

Contracts Pending for Negotiation € Overall» . Y| £||&] B

15 records =
General
Activity or Milestone CONTRACT STAGE
g for Approval
New Contra
Obligations TITLE CONTRACT TYPE COUNTERPARTY COUNTERPARTY PRIMARY CONTACT CONTRACT STAGE CONTRACT VALUE
Counterparty E-Commerce Vendor Agreement  E-Commerce Vendor Agreement FOM Tech Tina Swift New Contract 59000
E-Commerce Vendor Agreement  E-Commerce Vendor Agreement FOM Tech Tina Swift New Contract $9000
E-Commerce Vendor Agreement  E-Commerce Vendor Agreement FOM Tech Tina Swift New Contract 59000

E Contracts [Jashboard Cantracts Activities  Counterparties Reparts Admin  w r@ &

Ton Contracts with Maximum Negotiation Cycles @ This Yearv ‘ v | 4 | &

Zrecords
2ral
TIME CONTRACTTYPE NO.OFCYCLES & OWNED BY COUNTERPARTY CONTRACT VALUE CREATED ON
ity or Milestone
Commerce Vendor Agreement  E-Commerce Vendor Agreement 2 _ inda FOM Tech $1000 Jan 05, 2021
Product Sales Agreement Product Sales Agreement 1 - Linda FOM Tech 39000 Feb 01,2021

Tp Cantract

lop Controcts with Most Appr oval

Rejactiong

Top Conbrucls with Muximum Negolalion

Obligations

Counterparty

Users

AquaOrange Software Co., Ltd. (Head Office)
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Average Cycle Time by Contract Type

E Contracts Dashboard  Contracts  Activities ~ Counterparties  Reports  Admin v p 6
igl| /\verage Cycle Time by Contract Type C Overallv | [ RICNE
6records

General

Activity or Milestone ECommen

Q7777777778

Product S

cle Time by Contract Type

Top Contracts with Long Cycle Time IR INrRMET] (e

Top Contra Most Approval Master Services Agreement

ReJections

Top Contracts with Maximum Negotiation

Cycles

Clauses

Obligations CONTRACT TYPE AVERAGE NO. OF DAYS &
Counterparty Non-Disclosure Agreement (NDA) 4
Users E-Commerce Vendor Agreement 4
Product Sales 2
Reseller Agreement 1
@ Feedback
Dashboard - Contracts by Status
[E: Contracts Dashboard ~ Contracts  Activities  Counterparties  Reports  Admin v @ 6
g Contracts by Status ¢ ThisMonthv | Y /[ L@ . =
& records L J J
Completed Status Pending Status
ontract Type Terminated
gpartment
Negotiated ]
Activity or Milesto Active
Performance
Clau Ephed
No. of Contracts Mo, o
TITLE STATUS CONTRACT TYPE COUNTERPARTY QWNEDBY CREATEDON +
E-Commerce Vendor Agreement E-Commerce Vendor Agreement FOM Tech Linda Mar 05, 2021
E-Commerce Vendor Agreement E-Commerce Vendor Agreement FOM Tech Linda Mar 05,2021
k-Cammerre Vendnr Aoreement o Nrcomanon. peview pennine | F-Commerce Viendnr Asrepment FOM Tech linda Mar 015 200 T

AquaOrange Software Co., Ltd. (Head Office)
1 The Empire Tower, Sathorn Road 47th Floor, 4703 Yannawa, River Wing, Bangkok 10120 Thailand Tel.+6626863440 www.aguaorange.co.th



https://www.aquaorange.co.th/

e | Authorized

Partner In Thailand

% Zoho One

Ex. Screenshot- Clause Type vs No. of Contracts - Payment

Reports  Admin v 96

Contracts  Activities  Counterparties

Clause Type vs. No.of Contracts €

| ThisYearv | | ‘ A
$1records | - R S

General

Select Clause Type v
Activity or Milestone

CLAUSETYPE NO.OF CONTRACTS 4
Performance

Payment 3
Clauses e 1

Ohbligatiors 13
Cluuse Type vs. No. of Contructs

Liability for Damages 13
Clause va. No, of Contracts

crmination 13
Obhigativns

Definitions 13
Counterparty

Entire Agreen{ mt 13
Users

Ownership 13

Fffect of Termination 13

Parties and Representatives g

Rights L)

General 4

Clause Type vs No. of Contracts - Payment

Clause Type vs. No. of Contracts - Payment (13)

TITLE

E-Commerce Vendor Agreement

F-Commerce Vendor Agreement

| -Commerce Vendor Agreement

PSAwith F

PSAwith FOM Tec

Comme

E-Comr Vend

Agreement

E-Commerce Vend

Product Sales Agreeme

Product Sales Agreemer

MSA with FOM Tech

E-Commerce Vendor Agreement

CONTRACT TYPE

E-Commerce Vendar Agreement
F-Commerce Vendor Agreement
t-Commerce Vendor Agreement
Product Sakes Agreement

X

Moduet Sales Agreement

E-Commerce Vendor Agreement

E-Commerce Vendor Agreement

E-Commerce Vendor Agreement

Preduct Sales Agreement

Product Sales Agreement

Master Services Agraement

E Commeroe Vendor Agreement

CLAUSE NAME

Consideration and Payment Terme

Consideration and Payment lerms

Consideration and Payment lerms

Payment of Fees

Payment of Fees

Consideration and Payment Terms

Consideration and Payment Terms

Consiceration and Payment Terms

Payment of Fees

Payment of Fees

Payment of Fees

Consicieration and Peyment Terms

COUNTERPARTY

FOM Tech

FOM Jech

FOM lech

FOM Tech

FOM Tech

FOM Tech

FOM Tech

FOM Tech

FOM Tech

FOM Tech

FOM lech

FOM Tech

OWNEDBY

Linda

Linda

linda

Linda

Linda

Lind:

Linda

Linda

Linda

Linda

Linda

Linda

2 Print

CREATEDON 4

Mar 05, 2021

Mar 05,2021

Mar (5, 207

Mar 04,2021

Mar 04,2021

Mar 03,2021

Mar 03,2021

Mar 02,2021

Feb 01,2021

Jan 25,2021

Jan 22,2021

Jan 05,2021

1 The Empire Tower, Sathorn Road 47th Floor, 4703 Yannawa, River Wing, Bangkok 10120 Thailand Tel.+6626863440 www.aguaorange.co.th
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Data protection in contract management

An imperative undertaking for modern businesses

With its reliable data protection features, Zoho Contracts helps businesses avoid data breaches, fulfill
confidentiality obligations, and comply with data protection regulations.

Why is data protection critical in contract management?

In today’s business landscape, government regulations such as GDPR and CCPA have a big impact on data
management, putting the emphasis on protecting personally identifiable information (PIl) at an all-time high.
Noncompliance has severe consequences, including heavy fines and imprisonment.

Since contracts contain critical information about you and your counterparties, data protection plays a key
role in contract management. Safeguarding contract data is not just a legal necessity, but a crucial step to
earning customer and supplier trust, strengthening brand reputation, mitigating business risks, and meeting
current business standards. This is why you need to ensure your company invests in comprehensive CLM
systems with data protection features that improve compliance and prevent data loss or breach.

Data protection in Zoho Contracts

At Zoho, the safety of our customer data is of utmost importance. To achieve data security, we’ve built
robust internal mechanisms. Some of these mechanisms are incorporated as features in Zoho Contracts so
you can effectively protect your counterparty data and comply with data protection regulations. In Zoho
Contracts, the PIl information and contract data remain encrypted at rest. With our Data Protection Settings,
you can mark the fields containing personal data and efficiently manage the following requests from your
data subjects and counterparties:

Stop processing data

At any point in time, your data subjects or counterparties have the right to restrict the processing of their
data. With the help of our Data Protection Settings in Zoho Contracts, you can easily handle these requests.
When the Data Protection Settings is enabled, you can stop processing a particular counterparty contact’s
data with a single click. You can resume

processing the data at any time. “ﬂ

Counterparties 8 Phoenix Systems (=)}
Customer

Name Type Country

When you stop processing data for a contact:

nnnnnnnn Media Customer

44 Blackburn Street

Hous!

Chapman (Sample) Customer

v" They will be removed from the

WorldWood

Negotiators and Signers lists for
contracts they are part of. S ey
v They will not have access to any ot
contract pending negotiation review or ' '
signature.

v They will not receive any further communication from Zoho Contracts.
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Anonymize personal data

In most contracts, there is a time-bound term r

| Authorized

Partner In Thailand

2 0]

equiring you to delete and anonymize the PII of

counterparties from your CLM system upon contract termination. Counterparties can also request to

remove contacts and anonymize their identity if

the contacts are no longer associated with them. Complying

with these contractual terms and requests becomes complicated without a CLM designed to protect data.

In Zoho Contracts, the option to anonymize a contact will appear as a checkbox when you delete a contact.

When you delete and anonymize a
contact:

v They will be displayed as
“Anonymized User” in Zoho
Contracts, and assigned a
number based on the order in
which they were anonymized.

They will be removed from the
Negotiators and Signers lists for
contracts they are part of.

They will not have access to any
contracts pending negotiation
review or signature.

()
N
Restrict access for
non-admins

Zoho Contracts includes an export option for

4

users to download counterparty contact details.
While often necessary, download and export
options create data vulnerabilities. With this in
mind, Contracts empowers you to restrict acces:

to these features. When only admins can export

download counterparty contact details from your

CLM, there's reduced potential for breaches.

Improved com

SUMMARY ~ COLLABORATORS ~ AMENDMENT  NEGOTIATION

« Back

Are you sure you want to delete this contact?

Upon confirmation, the contact’s data will be deleted permanently.

However, you can Choose the below option to anonymise before
View Document

deleting the data. Cycle1

E Anonymize the contact’s data STATUS (O

Note:

« Contact's data will be deleted from all records and cannot A1 Anonymized User1
perform any pending activities.

* Contact's data cannot be viewed in counterparts contacts.

=N

Enhanced security
for user access

Zoho Contracts ensures a secure sign-in process
for users with multi-factor authentication (MFA).
Ensuring that all your users enable MFA can help
your organization prevent data hacks that could
cost millions. Zoho offers four modes of MFA that
s allow quick and secure sign-in. In addition to the
o authentication layers, different user profiles and

roles allow for granular access control.

pliance and accurate audits

Zoho Contracts stores all activities performed by users in a central audit system that is

easily accessible to admins. The admi

n audit logs ensure that all admins are aware of the

changes made to organization-wide settings. Activity tracking is available on multiple levels,
and stores events in chronological order. At the same time, the download logs keep track of
all downloads made from the CLM system. This improved visibility makes your CLM system

easily auditab

le and drives accountability.

AquaOrange Software Co., Ltd. (Head Office)
1 The Empire Tower, Sathorn Road 47th Floor, 4703 Yannawa, River Wing, Bangkok 10120 Thailand Tel.+6626863440 www.aguaorange.co.th



https://www.aquaorange.co.th/

% Zoho One

e | Authorized

Partner In Thailand

Security

Zoho provides Software as a Service(SaaS) products to millions of users worldwide to solve their

business problems. Security is a key component in our offerings, and is reflected in our people,
process, and products. This page covers topics like data security, operational security, and
physical security to explain how we offer security to our customers.

.

Our security strategy involves the following components

Organizational security
Physical security
Infrastructure security
Data security

Identity and access control

{

| recognized as a leader in the Nucleus

Operational security
Incident management
Responsible disclosures
Vendor management

Customer controls for security

Research CRM Technology Value Matrix 2022, RHG5E2S

N
sNUCLEUS
CRM o %RESEARCH
Value Matrix | April 2022

FACILITATOR LEADER

Acumatica

Zendesk
[}

Oracle CX Cloud

o
Macrosoft
Dynamics 365

9,

Salesforce

Greater Usability >

SAP

CORE PROVIDER EXPERT

Better Functionality >

RESEARCH

"Zoho earns the top spot in
usability in the 2022 CRM Value
Matrix, highlighted by its
breadth of functionality, out-of-
box customizability, and
exceptionally intuitive Ul. Over
the last few years, Nucleus has
continued to see Zoho move
upmarket."
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